msystems' technology
Creating, innovating, leading
msystems is committed to developing advanced and cost-effective data storage solutions using flash memory. msystems is recognized as the flash system expert by all major flash manufacturers, including Toshiba, AMD and Saifun. This recognition has been sealed by msystems' strategic alliances with these very same manufacturers. Based on its tradition of innovation and partnerships, msystems continues to set standards in flash technology:

	
	msystems was the first company in the world to introduce a Flash Disk back in 1990.
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	msystems' TrueFFS is the de-facto industry standard and leading technology for managing flash. TrueFFS is endorsed by all leading operating systems.
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	msystems is the inventor and creator of the keychain storage category with its mDrive (DiskOnKey).


msystems has a broad patent and IP portfolio with respect to its leading technologies.

msystems Leading Technology:
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	x4 technology – enabling a new generation of 4-bit/cell flash media in x4 NAND components
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	TrueFFS technology - Patented flash management algorithms
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	Security technology - Reusable cryptography cores and APIs for market-specific applications
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	x2 technology - Enabling MLC flash with optimized reliability and performance
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	mDOC (DiskOnChip) technology - Flash local storage architecture
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	mDrive (DiskOnKey) technology - Personal, removable storage solutions


What does msystems' technological leadership give you?
A complete, easy-to-integrate flash data storage solution to enable all your rich applications.

™ Technology: The Next Level of NAND Flash
Revolutionizing the world of multimedia-rich devices
msystems’ x4 technology revolutionizes NAND flash, enabling the storage of 4 bits of data per cell on nearly the same die size as 2 bits.  Driving significant manufacturing cost reductions while optimizing reliability and performance, x4 technology enabled components are set to fuel a new generation of multimedia-rich consumer electronics devices. From digital still cameras (DSCs) and mobile handsets to USB flash drives (UFDs) and MP3 players, and for future markets such as solid-state disks (SSDs) for laptops and flash-based camcorders, x4 technology is enabling higher, more cost-effective memory densities for smarter personal storage.
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msystems’ x4 technology-enabled flash components are likely to be mass produced during 2007.

Challenging the impossible
4-bit/cell multi-level cell technology stores an electrical charge capable of creating 16 different voltage levels in every cell. 
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With such a large number of levels:
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	Adjacent levels tend to shift easily from one to another, causing bit errors. The number of errors using 4-bit/cell flash technology is an order of magnitude higher than 2-bit/cell and 1-bit/cell technologies. 
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	Write and read performance are lowered, since many more delicate iterations are required to place and sense the charge correctly. 
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	Power consumption might be higher, due to the extended read and write efforts. 
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	Flash endurance and data retention are compromised. 


Making the impossible possible 
msystems core competencies of error correction, endurance enhancement with TrueFFS® flash management and performance optimization using unique system design are making 4-bit/cell flash technology possible. 
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	State-of-the-art error correction code
x4 technology applies msystems’ advanced error correction code (ECC), using  new methodologies and algorithms to: 
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	Reduce the error rate to bring 4 bits per cell flash reliability within the required industry standards
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	Optimize performance
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	Minimize required silicon redundancy
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	Minimize power consumption
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	Extended flash lifespan
In order to maximize the flash lifespan, specially customized wear-leveling algorithms ensure that data is distributed evenly over the entire flash media. 
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	Data encoding algorithms, flash architecture changes and unique flash features 
A range of technological advances optimize reliability and performance, and enable advanced system methodologies. 
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	Specifications tailored to requirements
Distinct application portions are handled differently according to their specific performance and reliability requirements. 
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	Seamless integration
As an added advantage, products enabled by msystems’ x4 technology require no integration efforts on the host platform. This will quicken the market penetration of 4-bit/cell MLC flash. A large number of existing NAND flash designs can support msystems’ x4 products with no redesign efforts to enable consumer electronic device vendors to quickly achieve better and more competitive price points. 


	
	

	TrueFFS technology
True Flash File System (TrueFFS) is msystems' patented flash management software. TrueFFS provides the operating system (OS) with full block device (hard drive) functionality so that the DiskOnChip flash disk appears to the OS and file system as a standard disk drive. At the same time, it transparently provides full flash media management.
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 TrueFFS Block Diagram
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 Main Benefits
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 Customization
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 TrueFFS download section
 
	
	
	

	  TrueFFS Block Diagram

To help understand TrueFFS, its structure can be illustrated as three basic blocks, as shown below. 
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The most basic block is the Memory Technology Driver (MTD) Layer. It provides the basic read/write/erase interface to mDOC (DiskOnChip) and is controlled by the Flash Management Layer. 
 
The Block Device Emulation and Flash Management layer contains algorithms that comprise the "brains" of TrueFFS. This block is sometimes referred to as the Translation Layer. It is responsible for translating the sector tables used by the file system into physical flash block tables. While translating the addresses, it transparently handles the wear-leveling process, bad-block mapping and other flash-related issues, such as folding. 
 
The uppermost layer is the Block Device API or Driver Layer, which provides block device services to the OS file system. This code is customized and optimized for each supported OS. 
 
If your system is OS-less or does not have a native file system, or if your application requires ruggedized file system support, msystems can provide SureFS, a proprietary rugged file system designed to work optimally with TrueFFS.
msystems' SureFS is a rugged, SCANDISK-free, FAT-16-compatible file system that works only with msystems' mDOC devices. SureFS offers protection from power failures and supports long file names only, which ensures data integrity after power failure. 

	
	
	

	  Main Benefits

Transparent Flash Management
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Prolongs Flash Life Span: TrueFFS dramatically prolongs device lifetime by using advanced dynamic and static wear-leveling algorithms (click for more). 
    Relevant Documentation:
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 TrueFFS SDK Quick Reference Guide
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 TrueFFS SDK Developer Guide  
   (requires license agreement)
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 TrueFFS Binary Driver Installation Manuals
    for specific OSs are included with the
    driver (download). 
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Insures Data Integrity: TrueFFS secure algorithms insure data integrity in cases of sudden power loss.
 
High Reliability
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On-the-fly error correction: TrueFFS performs error correction based on the Reed-Solomon algorithm and solves NAND bit-flipping issues. Error detection is performed on the fly by the mDOC hardware-based thin controller. 
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Automatic Bad-Block Management: TrueFFS maps out all NAND flash bad blocks. 
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Optimized for Performance: TrueFFS includes algorithms for minimizing the number of erase operations and optimizing folding operations ("garbage collection"). 
 
Easy Integration
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Ready for Your OS: Off-the-shelf TrueFFS drivers are available for most major OSs, including Windows CE, Symbian OS, Linux, VxWorks, QNX 6.x, and many others (click for a full list). 
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Block Device (Disk) Emulation: TrueFFS emulates the behavior of a standard disk drive. This enables it to plug in to almost any type of file system, without learning the internal structure of the flash media and its command interface. Just install the TrueFFS driver and work as you would on your PC. 
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Built-in FAT File System: TrueFFS includes a file system that may be used when no OS or file system is available. 

	
	
	

	  Customization

TrueFFS can be easily adapted for a variety of systems and development environments. Its features can be customized for specific application needs, including optimization for performance, power failure resistance, code size, file operations, and block device emulation, among others. System customization options include support for 8 to 32-bit bus widths, Big/Little Endian structures, pointer arithmetics and others.


	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


mDOC technology
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	mDOC Advanced Memory Architecture
mDOC (formerly DiskOnChip) is complete high capacity local code and data NVM memory solution. It is based on an ideal mix of hardware, software and best of breed flash technology. This combination enables mDOC to always offer the best flash technology available, such as MLC NAND, MirrorBit, or other relevant technologies.

mDOC technology is ideal for applications such as mobile handsets, set-top boxes, Point Of Sale and other embedded applications, all in need for increasing amounts of internal NVM memory to store growing operating systems, new applications user data and multimedia content.
 
Browse through the menu below to learn more about the technology behind mDOC:


 mDOC system architecture
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 mDOC internal architecture
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 TrueFFS for mDOC
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 NAND / NOR Flash technology comparison

To learn more about how mDOC can fit into your application, browse through our specific product pages and our extensive documentation library.
	


mDrive technology
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mDrive technology is the key to superior USB storage devices for world-leading brands. 


mDrive (formerly DiskOnKey) technology enabled devices are the world's leading, most advanced personal data storage solutions - for transport and storage of up to 2GB of data that you can trust to be secure. Featuring msystems' proprietary flash management algorithm and a powerful ARM7 32-bit processor, mDrive technology based products can be plugged into any USB device to support applications and access stored files. What's more, this powerful technology enables full customization, so new and personalized devices are easily created for our partners.

mDrive, with the DOK T5 processor, handily outperforms any other USB-compatible storage technology, as verified by the markets' leading benchmarking tools, while offering long-term reliability and data integrity, built-in security and unsurpassed processor speeds of 23MB read and 15MB write, a near 50 percent speed increase compared to current industry performance


mSafe
security. made smarter
Strong security is a must. In the past few years, companies and individuals alike have lost billions of dollars from hacking, phishing, ID theft and other security breaches. To protect your next silicon implementation, we offer best-in-class mSafe (formerly SuperMAP) crypto cores, made smarter by our patented, field-proven technologies. A trusted partner to complement your silicon, we bring our security IP to your designs - mobile, embedded systems, conditional access, smart cards, and consumer electronics – so you can secure more business. 

Crypto building blocks
mSafe (formerly SuperMAP) crypto cores support all industry-standard ciphers, including: PKI (RSA, ECC, DH, DSS), symmetric ciphers (DES/3DES, AES), hash (SHA1/MD5) and FIPS 140-2 compliant zero knowledge RNG. mSafe crypto cores are key building blocks in creating secure solutions for digital rights management (DRM), IPTV/DTV, set-top boxes, personal media players, secure communication, banking, e-commerce, m-commerce and automotive.  
crypto cores. made smarter
Strong silicon IP
mSafe crypto cores are backed by our solid track record, dating to 1990, and by dozens of patents. Our strong silicon IP and extensive prior art protects you and your customers from third party claims. 
silicon IP. made smarter
Short time-to-silicon
mSafe cores are silicon-proven in tens of millions of smart cards and secure flash storage devices, and are implemented by many foundries over several process generations. Leveraging our extensive experience shortens your time-to-silicon and significantly reduces development risk. Our robust support services enable you to pass even the most rigorous industry certification. 
silicon design. made smarter
	mSafe Hardware crypto cores
	mSafe Software crypto cores

	Top performance, small area, low power and fully scalable based on power/speed/area requirements
	Same API as hardware cores for quick integration, supports all industry-standard ciphers, ANSI C+ optimized for leading CPUs

	mSafe Consulting

	Our experienced team can analyze your security architecture, verify design and attack protection, and guide you through the most demanding certification process.


	

	x2 technology - enabling MLC NAND
In keeping with its tradition of leadership, flash memory expertise, and commitment to customer-driven technological innovations, msystems now introduces x2 technology. msystems' x2 technology perfects Multi-Level Cell (MLC) NAND flash with unmatched reliability and cutting-edge performance, enabling it to deliver customers the most cost-effective, high-capacity local storage media in the industry. Together, MLC NAND and x2 technology constitute a no tradeoff solution with:
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 Double the capacity - same die size
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 Unmatched reliability
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 Cutting-edge performance
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 Optimal flash management


	
x2 technology is seamlessly woven into msystems' DiskOnChip architecture and DiskOnKey technology. This insures msystems' superiority over standard NAND solutions well into the future.
mDOC G3 is msystems' first product to implement x2 technology, delivering the industry's smallest, high capacity non-volatile memory (NVM) solution.
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 x2 Technology White Paper
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 x2 Technology Flash Presentation



	  Double the capacity - same die size
The innovation:
MLC stores 2 bits of data per cell, or 4 voltage levels, rather than the traditional 1 bit per cell, or 2 voltage levels. This can double the storage capacity per die size, enabling a very cost effective solution.
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The result:
msystems introduced M-DOC G3 512Mb in a minimal (smallest in the industry) 7x10x1.2mm Fine-Pitch Ball Grid Array (FBGA) package. 


	  Unmatched reliability
The challenge:
Living up to msystems' mDOC gold standard for reliability, x2 overcomes MLC's inherent reliability problems. These are a result of the very same architecture that makes MLC so cost-effective: the increased number of voltage levels per cell. Although this architecture saves valuable space, it results in a higher density with a smaller "window" to detect the correct voltage level.
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The innovation:
x2 technology's enhanced EDC/ECC uses an advanced error detection and correction mechanism, customized especially to perfect MLC NAND. It overcomes MLC reliability problems by applying a combination of advanced algorithms.

The result: 
A perfect device, with absolute data and code reliability throughout the device's entire lifespan.
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	  Cutting-edge performance
The challenge:
Programming the correct voltage level within the constraints of such small margins from adjacent levels is a delicate and time-consuming task, degrading performance rates in MLC NAND devices. 

The innovations:
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Parallel Multi-Planes: Implements parallel multi-plane operations instantly, doubling performance. 
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On-chip DMA: Offloads the CPU during large memory transfers. Mainly useful to accelerate boot and code shadowing operations. 
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MultiBurst: Introduces real burst mode for NAND devices, cutting access time of standard NAND in half 
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The results:
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A high-performance device, rivaling the performance of traditional 1 bit per cell NAND technology, the highest in the industry. 
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Reduced boot time (about 4x faster than MLC NAND)with 64KByte DMA block 
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High sustained performance (about 2x faster than MLC NAND)
Sustained read: 5MByte/sec
Sustained write: 1.1MByte/sec 
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Exceptional MultiBurst performance:
MultiBurst read: 80MByte/sec
MultiBurst access: 25 nsec 


	  Optimal flash management
The challenge:
The writing sequence to MLC NAND differs from the standard process used in binary NAND. The media characteristics have also changed. As a result, MLC NAND requires new flash management and block device simulation algorithms.

The innovation:
x2 technology overcomes MLC NAND write sequence and partial page programming limitations with an enhanced TrueFFS. A uniquely tailored Sequential Access File Translation Layer (SAFTL) is based on its successful and proven predecessors, FTL and NFTL.

The result:
Effortless integration through ready-made drivers for most OSs and a simple block device (hard drive) interface to most file systems.
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